Abstract: Nervous system disorders are among the most severe disorders. Significant breakthroughs in contemporary clinical practice may provide brain-computer interfaces (BCIs) and neuroprostheses (NPs). The aim of this article is to investigate the extent to which the ethical considerations in the clinical application of brain-computer interfaces and associated threats are being identified. Ethical considerations and implications may significantly influence further development of BCIs and NPs. Moreover, there is significant public interest in supervising this development. Awareness of BCIs' and NPs' threats and limitations allow for wise planning and management in further clinical practice, especially in the area of long-term neurorehabilitation and care.
Introduction
Recent developments in the area of brain-computer interfaces (BCIs) and neuroprostheses (NPs) can offer significant breakthroughs in contemporary clinical practice, especially in the therapy and rehabilitation of patients with nervous system disorders [1] . We should admit that for purposes of this article:
• BCIs are perceived electronic devices gathering and processing signal(s) from the central nervous system (CNS) with the objective of communication and/or interaction with the surrounding world without using muscle activity ( Figure 1) [1], • NPs are perceived "electronic devices substituting lost sensory, motor or cognitive functions" using signals from various parts of the nervous system [1] .
Thus BCIs may be a part of NPs if the signal(s) is received directly from the CNS. Technical and medical efforts aim to provide both commonly accepted technical standards for BCIs and NPs (including troubleshooting) and clinical guidelines in the area of indications and contraindications (including potentially harmful interactions with other interventions), patient assessment and preparation, device selection, device implantation (in invasive BCIs) or installation (in non-invasive BCIs), user training, long-term rehabilitation and home care. It needs to be emphasized that successful BCIs (or NPs) implantation/installation is regarded as only the first stage of the complete therapy and rehabilitation. There is no doubt final success requires the common efforts of the patient, his/her family and/or caregivers, medical staff and engineers [2] .
The aforementioned solutions may constitute another chance both for stroke survivors, patients after traumatic brain injuries (TBIs), spinal cord injuries (SCIs), and even with disorders of consciousness (DoS). The same or very similar solutions may be applied to patients with communication disorders, amputees, and (in selected cases) to elderly people. In this way, their possibilities for communication, performing of Activities of Daily Living (ADLs), and general quality of life (QoL) may be improved. Therapy, rehabilitation, and care may be easier, less expensive, and more effective. We should take into consideration that independence and self-esteem are the most important to patients, especially in developed countries. Thus, further social and economical benefits of wider BCI and NP use may be difficult to overestimate. These advanced solutions meet the requirements of the biopsychosocial (BPS) model of health care and holistic therapy.
The development of the technical possibilities and associated clinical (e.g. neurosurgical) procedures must be accompanied both by effective risk and threat awareness, and by safety precautions. We have recently discussed its role in inhibiting the development of BCIs and NPs [2] . Further clinical research on clear and safe medical procedures ensuring proper BCIs and NPs selection, implantation/installation, patient training, and rehabilitation are necessary. Issues of the surgical and neurosurgical procedures, user approval and patients' informed consent (e.g. in patients with disorders of consciousness) seem be very important, but a systematic approach to the implant ethics was proposed by Hansson [3] . Hansson defined "implant ethics" as " the study of ethical aspects of the lasting (i.e. not temporary) introduction of technical devices into the human body" [3] . Despite the aforementioned definition, the temporary use of BCIs and NPs may be useful in selected cases, e.g., for experimental research purposes. Additionally, "neuroethics" may be defined as the application of implant ethics in neuroscience, covering topics of BCIs and NPs [3] . The aforementioned definitions and associated ethical issues may change with the development of new kinds of implants. Generally, the main ethical issues in the area of implantation are as follows:
• distributive issues, associated with the high cost (even unbearable in poor countries) of the implants and associated therapy, diverse access to this relatively novel technology (e.g., knowledge and experience of medical staff), and other similar considerations;
• possible mental changes in BCI and NP users, causing problems of personal identity, e.g., in patients with dementia or aggressive behaviour -but from the other point of view, e.g., tumors may cause similar changes; • end of life decisions, because implants may play the same role as life-sustaining external medical devices, which can be turned off;
• various societal changes, e.g., cultural effects, influencing BCI users' status; • brain enhancement beyond normal values/level (where frontiers of normality in cognitive function areas are sometimes unclear), changing (or not) the common view of normality;
• non-voluntary interventions, e.g., the use of devices to manipulate other people or to control their behavior (e.g., in prisoners) [3] .
Similar problems in the area of motor NPs, where the distinction between therapy and enhancement may be regarded as thin, was discussed by Clausen [4] . Additionally, responsibility for the proper use of motor NPs may be greater because of their wide-ranging possibilities (e.g., possible increased strength). Saha and Chhatbar described general problematic areas for implantable NPs as follows: manufacturing, animal experimentation, human trials, areas of application, individual issues, and societal issues [5] . Similarly, deep brain stimulation (DBS) threats have been investigated by Glannon [6] , and Ford and Kubu [7] . DBS, despite modulating over-or under-active CNS areas for function improvement purposes, may, in selected cases as NPs, potentially change patient personality, thus benefits and harms should be carefully considered [6, 7] . A choice based on careful assessment and the Evidence Based Medicine (EBM) paradigm may play a key role role in the decision-making process concerning particular patients' surgical candidacy. Biofeedback (including neurofeedback) -a technique developed since the 1970s -as artificial feedback may be useful in patients with disabled natural feedback (visual, haptic), supporting BCIs and NPs [8] .
We would like to pay particular attention to the issues involved in uncontrolled progress in the aforementioned area may influence a higher number of commercial devices (e.g., computer games and other entertainment solutions), resulting in an increase in the cases of addiction to the newest forms of communication (BCIs, Virtual Reality -VR and other similar forms), possibly harmful, such as adolescent internet addiction (AIA) [9] . BCIs may have a similar effect as a more effective and the newest solution bringing new sensations and experiences. We do not know if an unhealthy preoccupation with BCIs and NPs (BCIs overdose, NPs overdose) might be seriously harmful. This issue needs additional research. Moreover, brain enhancement (brain upgrade) risk has been recently described by Heinz et al. [10] and Shaw [11] , and the individual and societal results described by prof. K. Warvick [12] still seems to be important. From the other point of view, the role of rescue therapy and its frontiers in neurotrauma have been discussed by Honeybul et al. [13] .
The aim of this article is to investigate the extent to which the ethical considerations in the clinical application of brain-computer interfaces and associated threats are being identified.
Areas of particular ethical awareness
Mental illnesses, intellectual disabilities, pharmacotherapy overdoses, and even severe tics may be perceived contraindications to BCIs. We do not know if this situation will change in the future. According to current knowledge, the application of BCIs in children is possible. The results are similar to those in adult patients [14, 15] . Thus BCIs and NPs are a perceived opportunity to treat children with severe motor disabilities, for example. But we should be aware that cortical (neuro)physiology alters with age, and there may be difficulties in levels of signals compared with those in adults (e.g., in EEG-based BCIs). Moreover, the long-term influence of BCIs on a young developing nervous system is not known: there is need for additional research.
The use of BCIs and NPs in patients with disorders of consciousness (DoCs) is usually possible. The one notable exception is perceived patients with completely locked-in syndrome (CLIS) [16] . But we should be aware that a patient's intent recognition, the response to stimulus (and associated output of BCIs) in patients with DoCs is not fully studied and might not be reliable. Therefore, the output of communication devices in selected cases may not be reliable. BCIs based on visual event-related potentials (ERP) or auditory ERP (especially in patients with visual impairments or lack of gaze control) may be useful, but spelling accuracy significantly varies [17] . Moreover, neurodegenerative diseases may change a patients' perception and associated response (or cause lack of a response despite proper stimulus). Thus, acquiring informed consent from locked-in patients may be rather difficult, and use of BCIs in individual cases may depend on the legal rules in the particular country (e.g. where possible, the consent of the family member may be useful) [18] .
An important ethical issue is the use of BCIs in intensive care and palliative care. Jox et al. have discussed ethical, legal, medical and organizational factors in the area of end-of-life decision making in patients, e.g., with extensive brain injury [19] .
Important ethical issues constitute a control system (but we are aware that artificial intelligence (AI) within BCIs will produce bigger problems):
• the problem of adaptation (three main approaches: user-to-BCI, BCI-to-user, both user and BCI simultaneously) [20] , • the problem of decision making autonomy -the balance between user intent (independence) and autonomy of the device -especially in emergency cases [2, 21] .
An important ethical, psychological, and sociological issue may be the threat of the alteration of patients' personalities as a result of the change of a predominant communication channel. It seems that in healthy people multimodal communication constitutes a dynamically adapted "mixture" of various communication modes (both verbal and non-verbal, and even through the modification of environment) and preferences. This "mixture" consists usually of both:
• the means of communication (voice, gesture, etc.) preferred by both sides of the communication;
• the continuous adaptation between the sides of communication, which is a perceived result both in reaching a compromise and in the limitations and preferences caused by the topic (e.g. use of professional slang, jargon), environmental issues (noise and distortions), technical issues, and other compromises.
The aforementioned "mixture" is disturbed in patients with nervous system disorders. Deficits influence both possible ways of communication, and even the pace of it (e.g., the need for communication at a snail's pace in severe disorders). The use of BCIs is another breakthrough here. Patients have to learn the way(s) the new communication is different from the natural way(s) of communicating. Thus, the unnatural (non-physiological) "mixture" may influence the way of thinking and other individual features, making changes in the personalities of BCI users. Doubtless there is need for further research on the significance and severity of changes in personality caused by long-term use of BCIs. The change in the communication channel (BCIs) involved and (even partial) lack of alternative channels may significantly sociologists, and other non-scientists. No doubt the quick development of BCIs and NPs in various areas of life (medicine, entertainment, to name just two) can create ethical confusion among both scientists, technicians, and clinicians. It seems necessary that research (animal experimentation, human trials), technical standards, medical guidelines and recommendations, manufacturing, and the long-term effects (both in individual and societal areas) have to be supervised by governmental agencies and nongovernmental organizations. Due to possible harmful results, the safety of the aforementioned devices should be more important than its efficacy, and law regulations in this area should limit development to make sure the devices are safe.
We should be aware that development of BCIs and NPs may be so rapid that their technological complexity will be out of external control. It may be possible to identify and address all current and future ethical issues in the aforemetioned area. Thus, a checklist of practical ethical issues for members of multidisciplinary BCI teams provided by Vlek et al. [27] may be very useful. This way, shared moral responsibility within BCI teams may be directly addressed [18] . In our opinion, there is strong need to adapt the aforementioned checklist for medical staff purposes. This issue covers an additional part of our current research. Particular ethical problems may arise producing conflict:
• treatment and research interests;
• inconsistent safety and effectiveness.
Commercial applications and common uses of BCIs and NPs may provide another problem: the treatment of BCI overdose, decribed in the part of this paper concerning addiction to BCIs. Current awareness of this issue may be a key aspect in the prevention of harms.
Conclusions
BCIs and NPs are regarded as promising solutions for patients with neurological disorders. Ethical implications may significantly influence further development of BCIs and NPs. Moreover, there is significant public interest in their supervision. The development of ethical practices in this emerging area should be simultaneous with the expansion of possible therapeutic applications. Awareness of BCIs' and NPs' threats and limitations allows for wise planning and management in further clinical practice, especially in the area of long-term neurorehabilitation and care. change signal (stimulus, response) processing within the nervous system, influencing associated activation of dedicated neuronal areas, and the patients' way of thinking and behavior. Body and environment perception is individual and may be influenced by various features and processes, sometimes unknown in detail and in advance. Thus, the threat of the patients' personality alteration is real, and we need additional research on the influence of area and the level of lesion to quantify and qualitatively understand the preserved cognitive function, needs, requirements, and the patients' personal attitude to own deficits. A useful form of analysis may be observed by the Shannon-Weaver model of communication adapted to the needs of disabled people [22] .
Various cultural and religious implications of BCIs and NPs are out of our reach -for this moment they need additional research. But we should be aware that the aforementioned issues, in selected countries, may be important limitations in further BCI and NP development.
New ethical issues arise from continuous technical and medical developments. No doubt the area described requires further identification of threats. Recent research of van den Brandt et al. on electrochemical neuroprostheses and robotic postural interfaces in rats [23, 24] or the research of Voge and Stegemann on the use of carbon nanotubes in NPs [25] makes ethical considerations more difficult because of new aspects requiring very specialized knowledge and experience, e.g., in the area of nanomedicine.
The long-term home use of BCIs and NPs causes another possible threat associated with telehealth supervision and telerehabilitation, for instance. This area of medical services needs excellent training of the medical staff and patients and also of their families/caregivers.
The military applications of BCIs and NPs may provide further threats [26] . The use of BCIs in military operations, both to control devices (exoskeletons -see MindWalker project, signal systems control, weapon systems control) and for brain enhancement, may become a significant factor in supremacy on the battlefield.
Discussion
The interdisciplinary nature of research on the influences of BCIs and NPs needs closer cooperation between medical staff, engineers, and even philosophers,
